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 Wireless Camera & Access POINT

Project stage 

Product: READY! 

Pain Points 
 Secured surveillance camera accessible 

from Internet

 Secured Access Point for Wifi devices

Market
  Internet/Telekom Operators

  Security companies

 Transport/Constructions companies

Links

Github  - Access POINT

USB Camera

210/20/2024

https://github.com/iBlocker-eu/AlpineAP/wiki/RF-MODEM-Access-POINT
https://github.com/iBlocker-eu/AlpineAP/wiki/USB-Camera
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1. Problem
2. Solution
3. Market
4. Benefits
5. Specifications 
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Problem

“An average IP camera is attacked over 20 times more often than an average device. Of the top 30 
most attacked IoT device models, all are made by different manufacturers, however, just 4 brands 
are targeted by more than 96% of attacks.

IP cameras are infamous for having poor security. They are being hacked not only to spy on people, 
but also to participate in coordinated DDoS attacks.

Infected IP cameras also often become part of botnets. Many IP cameras have poor configurations, 
such as publicly known hard-coded administrator credentials, which make them easy targets for 
brute-force attacks. Since, like NAS devices, IP cameras are accessed remotely by their users, they 
are often exposed to the Internet. Like DVRs, many IP cameras autoconfigure the home router via 
UPnP to open ports to the Internet.”
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A camera accessible only to owner, without any 
cloud, account, app etc.

Solution?

X

X

X

X
   NO Java    NO App

   NO Account    NO CloudNO drivers

X
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VISION?
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server.domain.com:80XY

LTE Modem

iBlocker (Alpine Linux, 
kernel 6.6.41)

USB Camera, port 80XY

Internet

LTE Radio

USB USB/IP 
Camera

SSH Tunnel,  
OpenSSL 3.3.1
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iBlocker
Device

Size:
10 x 7 x 4 cm
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Advantage 
 
 - Modular design: only modem, camera or iBlocker could be swapped when needed
 
 - Any LTE modem supported and any USB camera
 
 
 
 
 

Live video on
server.domain.com:80XY

Video activated by 
movement

 SMS commands 
implemented for 
creating/
destroying SSH 
tunnels, hardware 
reboot, poweroff etc
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 Alpine Linux is 

configured as an 
Access Point, so the 

LTE connection could 
be shared with 

multiple Wifi devices
 

MARKET 
Product could be installed everywhere: highways, ski resorts, buses, trains, construction sites etc

Ideal for 
SmartCity

Fast Installation 
and 

Commissioning
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 Business Case 1: SmartCity – Access Points installed in every location where LTE is available 

  
Low energy consumption – could be powered by solar panels
Low price for HW
iBlocker installation is easy & fast
iBlocker Device accessible via Wifi
No need to swap the entire system in case of HW issues
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 Business Case 2:  USB* camera** accessible from everywhere 

User will use the operator server to access his camera from Internet 
Operator could charge the usage of Server. No need to maintain Cloud or User Accounts
Operator could sale the iBlocker device and the installation (one time payment)

* every USB camera could be accessed from Internet. User does not need to buy another camera
** possible to use also an IP Camera
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Business Case 3: “Keller” Internet

IEEE 802.11ac standard, known as Wi-Fi 5: indoor ranges extending up to 70 meters and outdoor 
ranges reaching up to 200 meters. 

The iBlocker 1 could be setup as a repeater for iBlocker2 which could be a repeater for ... iBlocker N
 
Then Internet would be available in places as tunnels or low level garages - > advantageous for 
electric cars owners.
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 Benefit 1 → Security
 Video records available only to the 

 owner
 Security offered by:
 Telecom Operator
 Domain server (or private server)
 SSH tunnels and SSH certificates
 Private DNS
 Firewall
 VPN

X
NO app

X
NO cloud NO account needed NO optical fiber

NO drivers

X

X X
 NO additonal costs 

X

      NO Java

XX
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 Benefit 2 
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Supports every USB camera
→ User should not buy a new expensive camera

Low power consumption : 

→ Solar Panels could be used
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 Benefit 3 
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Easy to install

- via script  - less than 3 minutes

- via images – less than 3 minutes

Modular Design (Hot Swap)

- easy to replace a defective part
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 Benefit 4 
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Live streaming via SSH Tunnel

Video Records are saved 
locally, and accessible only to 
user

Video records are PRIVATE

Video Records are saved 
locally, and accessible only to 
user
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Benefit 5 - Easy to monitor
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Notifications available via email 
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Modem
SPECS
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Modem
SPECS
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iBlocker
SPECS
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:INPUT DROP [0:0]

:FORWARD DROP [0:0]

:OUTPUT DROP [0:0]

iptables v1.8.10 (nf_tables)
ipset version  v7.21

IP

Awall Firewall available

2410/20/2024

        Access allowed only to declared IP ranges:

https://worldpopulationreview.com/country-rankings/ip-address-by-country
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IPv6 enabled
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iBlocker has a builtin IPv4/IPv6 DHCP Server 
(4.4.3-P1), which offers IP from below ranges:
IPv4: range 172.25.1.10  -  172.25.1.200;  
IPv6: range6 fdda:8765:4321:fdda::20  -  
fdda:8765:4321:fdda::200

hostapd v2.10 -  802.1X/WPA/WPA2/EAP/RADIUS Authenticator

2610/20/2024
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Double Cam

2710/20/2024

Size:
10 x 7 x 4 cm

Power consumption
Single Cam

http://www.2transfer.eu/emil/33.mp4
http://www.2transfer.eu/emil/single-cam.mp4


5. Wireless Camera & Access POINT -VPN*

IPsec VPN server  with IPsec/L2TP, Cisco 
IPsec and IKEv2

Used Libreswan as the IPsec server, and 
xl2tpd-1.3.12 as the L2TP provider.

2810/20/2024

VPN available*

* Special LTE sim needed

https://libreswan.org/
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